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FOREWARD

We launched the Lifeline IT Annual Trends survey in
2010 to examine areas in the sector where we believed
there was a need for further research and dialogue.
Each year the surveys have become more established,
provoking debate and highlighting issues in the ever
changing landscape that is our virtual world.
Our 2015 survey is no exception and
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CO-FOUNDER AND DIRECTOR OF
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KEY FINDINGS

36% of employees have broken their
employer’s IT policy

68% describe themselves as ‘very’
security conscious when it comes to using
their own personal technology

26% of employees said their employer
did not have an IT policy

32% were unsure whether an IT policy
existed

64% of employees work from home at
some point

24%

(less than a quarter) have a work
laptop provided
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BREAKING THE CODE
A third of UK workers have knowingly broken their companies' IT policy which could
leave a cyber-gateway open to fraud and other ‘virtual’ dangers.

Have you ever broken your employer’s IT policy?
0%

10%

20%

Visiting websites that my company has restricted
(such as Facebook)
Downloading non-work related items such as YouTube clip
Going on social media such as Facebook or Twitter
Circulating non-work related items (i.e. emoticons/funny clips)
Altering computer settings to give greater access to the internet
(i.e. trying to remove Firewalls)
Sending work information to my personal email account
Allowing family members to use my work IT equipment
(e.g. laptop or phone)
Opening quarantined/spam emails
Percentage

HOMING IN ON SECURITY
Are people more security conscious when on the home-front than at work?

How security conscious are you when it comes
to your own technology equipment?

17.4%

Very you have to be really careful
nowadays

14.1%

I don`t really understand things like
anti-virus software as I think they are
too complicated and too expensive
I don`t really think about it

Page 4 of 8

68.4%

30%

40%

How careful are they?
Update my anti-virus software and ﬁrewalls

63.8%

Use PayPal or my banking chip and pin reader (such as Barclays
PINsentry) when paying my bills or doing online shopping

46.4%

Change my password at least quarterly

38.8%

None of the above

10.4%

Which of the
following do you
regularly do?

IGNORANCE IS BLISS
Only 42% of workers know what their
company’s IT policy is, while nearly a third

Does your employer
have an IT policy?

admitted they weren’t even sure if their
employer had one, and a quarter said there

31.7%

wasn’t one in place.

42.5%

25.8%

Yes
No
I`m not sure
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OUT OF OFFICE
Nearly two thirds of us work from home at some point

How often do you work from home?

8.7%
5.3%

More than three days a week

7.2%

Two-three days a week

35.6%

At least once a week

8.3%

I`ll log in most evenings and over the weekend
Occasionally

35.1%

Never

But is that secure? If your IT security isn’t in place across all devices that employees use
then it’s an open invitation to hackers and fraudsters.

What technology do you use when you work from home?
My personal PC/laptop but I access info
through work IT systems such as a VPN
(virtual private network) or Remote Desktop

26.9%

My personal PC/laptop

61.7%

I have a work laptop

24.3%

I check my work emails on my personal
phone or personal tablet/i-pad

19.5%

I have a work phone or tablet/i-pad to use
from home

7.9%
0%

10%

20%

30%

40%

50%

60%

70%

Do you keep work information on any of the following devices?
0%

10%

Personal mobile phone

13.8%

Personal tablet/i-pad
Personal PC/laptop

10.4%
7.5%

Equipment supplied by my employer such
as a laptop or mobile phone 2.3%
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CONCLUSION

Every business should have an IT Security Policy that
educates employees on how to stay safe. And every
employee should know what that policy is. Yet sadly, we
know that more than a third of businesses do not have one
in place.
Without those two simple steps, UK companies are putting
themselves at risk from cyber-crime.

ABOUT US
Lifeline IT (www.lifelineit.net) develops and manages IT infrastructure for companies
across sectors including retail, ﬁnance and property. With over 20 years’ experience in
the industry, Lifeline IT is a Microsoft Certiﬁed Partner and Microsoft Small Business
Specialist and it has specialist interest in advising clients on IT and data security issues.

ABOUT THE REPORT
All the data contained in this report was compiled independently by the tlf Panel who
surveyed 1,000 people across the UK throughout March, 2015.

CONTACT

For information on how Lifeline IT can help your business,
please get in touch via
email web@lifelineit.net or
telephone 0208 238 7838
For media information, bespoke articles, interviews, please contact Justine Rawlins on:

Tel:

0161 850 7200

Email:

justine@jrpr.com
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Unit 8 Stirling Industrial Centre Stirling Way Borehamwood Hertfordshire WD6 2BT
T 020 8238 7838 F 020 8238 7848 W www.lifelineit.net E web@lifelineit.net

